
 Always have sufficient

backups to perform

a full forest recovery.

Limit editing and linking of 

GPOs to a small subset

of administrators.

Monitor for changes to the 

AdminSDHolder object to 

prevent administrative 

account takeover.

Audit and alert on changes 

to critical/privileged

group memberships.

Monitor for Kerberos-enabled 

service accounts with weak 

passwords to prevent

“Kerberoasting” attacks.

Avoid bare-metal and 

system state restores 

when recovering from

a malware attack.

Implement admin

tiering to minimize 

credential theft.
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TOP 10 AD
BEST PRACTICES
F R O M  A D  S E C U R I T Y  E X P E R T S

Monitor for AD configuration 

changes that could indicate 

a DCShadow or similar attack.

Take regular backups and 
store copies offline to 
protect from ransomware 
and wiper attacks.

Monitor for unconstrained 

delegation (and changes to 

delegation) on computer 

accounts.
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